
Rangeview High School
Cybersecurity  2
Course Syllabus

2022-2023
Course Title:  Cybersecurity 2
Instructor’s Name:  Randy Mills
Contact Numbers:   Rangeview  303.695.6848
DID (voice mailbox)  303.326-2000 ext 26917
e-mail  rdmills@aurorak12.org

CTE Information:
Level 3: Student explored previously; second pathway specific course
Pathway(s): Networking Systems & Security

Description
Cybersecurity II challenges students to develop advanced skills in concepts and terminology of cybersecurity.
This course builds on previous concepts introduced in Cybersecurity I while expanding the content to include
malware threats, cryptography, wireless technologies, and organizational security. Upon completion of this
course, proficient students will demonstrate an understanding of cybersecurity ethical decisions, malware
threats, how to detect vulnerabilities, principles of cryptology, security techniques, contingency plan techniques,
security analysis, risk management techniques, and advanced methods of cybersecurity.

Student Learning Outcomes
Legal and Ethical Concepts in Cybersecurity

1. Analyze current legislation that governs computer-related crimes.
2. Research and report on current legal cases involving acts of computer crime.
3. Analyze methods used to collect evidence to support legal cases involving computer-related crimes.

Malware Threats
4. Determine various forms of malware.
5. Analyze methods to handle malware.

a. Encryption techniques
b. Basic input/output system (BIOS) features
c. Strategies for dealing with malware

Threats and Vulnerabilities
6. Differentiate among various types of attacks on systems and networks.

a. Virus
b. Worms
c. Trojans
d. Unpatched software
e. Password cracking
f. Advanced persistent threat
g. Reconnaissance/footprinting
h. Infiltration
i. Network breach



j. Network exploitation
k. Attack for effects (e.g., deceive, disrupt, degrade, and destroy)
l. DoS/DDoS, session hijacking
m. HTTP spoofing
n. DNS attacks
o. Switch attacks
p. Main-in-the-middle (MITM) attacks
q. Cross-site scripting
r. Drive-by-attacks

Principles of Cryptology
7. Analyze cryptographic tools, procedures for use, and products.

a. PKI Certificates
b. PGP
c. Certificate authorities

8. Develop a simple public key infrastructure to be used in a small business.
9. Demonstrate the creation of a self-signed certificate for use on a web server by using command line or

online tools.

Wireless Security Techniques
10. Analyze attack methods on wireless networks.
11. Demonstrate the use of wireless security protocols.
12. Evaluate the capabilities of WPA, WPA-2, and WEP and the effectiveness of the security protocols and

demonstrate how to use them appropriately.

Organizational Security Techniques
13. Analyze, define, and demonstrate the use of environmental controls.
14. Work collaboratively to develop simple policies that support the operations of security in an

organization.
15. Research and analyze security awareness in organizations.

a. Security policy training and procedures
b. Personally identifiable information
c. Information classifications
d. Data labeling, handling, and disposal
e. Compliance with laws, best practices, and standards
f. User habits
g. Threat awareness
h. Use of social networking

Contingency Planning Techniques
16. Analyze and define the impact of security incidents on an organization.
17. Research and define what a disaster recovery (DR) plan is and how to develop one.

a. Preventative measures
b. Detective measures
c. Corrective measures

Security Analysis Evaluation



18. Explore and identify various assessment methods including but not limited to network penetration and
vulnerability testing.

19. Identify and explain the use of security testing tools.
20. Demonstrate and compare the effectiveness of Nessus and Nmap.
21. Demonstrate each of the following concepts:

a. Evaluate the patch status on a machine.
b. Demonstrate knowledge of packet-level analysis in order to install and view packets.
c. Perform secure data destruction (e.g. Secure Erase, BCWipe).

Advanced Methods of Cybersecurity
22. Demonstrate proper secure network configuration and administration.

a. Applying and implementing secure network administration principles.
b. Demonstrating knowledge of how network services and protocols interact to provide network

communications in order to securely implement and use common protocols.
c. Identify commonly used default network ports.
d. Setting up a Network Address Translation (NAT) device.
e. Configuring a Virtual Private Network (VPN).
f. Configuring a remote access policy Layer 2 Tunneling Protocol (L2TP) and Point-to-Point

Tunneling Protocol (PPTP).
g. Demonstrating knowledge protocols (e.g., Transmission Control Protocol and Internet Protocol

(TCP/IP), Dynamic Host Configuration Protocol (DHCP) and directory services (e.g., Domain
Name System (DNS) by setting up common protocols, e.g., Secure Shell (SSH), netstat, Simple
Mail Transfer Protocol (SMTP), nslookup, Telent, DNS/Bind, FTP, IIS/Web Pages, DHCP/DNS
server).

h. Locating open ports by completing a port scan.
i. Demonstrating the knowledge and use of network statistics (netstat).

Grading Scale:

GRADE SCALE PERCENTAGE RANGE

A 4.0 90-100

B 3.0 80  -89

C 2.0 70-79

D 1.0 60-69

F 0-69

Body of Evidence:
There are two types of assessment, formative and summative.
Formative (assessments for learning) provide direction for improvement for the student and adjustment of instruction
for the teacher e.g. observation, quizzes, homework, discussion, drafts, etc.



Summative (assessment of learning) provides information to be used in making judgments about a student’s
achievement at the end of a sequence of instruction, e.g. final drafts, tests, assignments, projects, performances, etc.

Class Expectations
Make up work and Office Hours: It is the responsibility of the student to make up assignments as soon as you return to
class after an absence.  In some cases an alternative assignment may be given to the student. A student has two days for
each day missed. No credit will be given for work missed during unexcused absences. Please see Mr. Mills for an
appointment. Completing work in a timely manner is a component of proficiency.

Student Handbook and Classroom Policies:
Bullying:
Definition: Any written, verbal or pictorial expression, physical or electronic act or gesture, or a pattern thereof by a
student that is intended to coerce, intimidate or cause any physical, mental, or emotional harm to any student. This
includes the creation of an intimidating, hostile, or significantly offensive environment that interferes with the
learning or performance of school-sanctioned activities of any student.
Examples of Bullying:

- Derogatory written or pictorial communications in any media (e.g., letters, notes, cellphones, social
networks, voice mail, text messages, pager messages, newspaper articles, invitations, posters, photos,
cartoons);

- Derogatory verbal comments (e.g., name-calling, taunting, hostile teasing, spreading rumors, epithets, jokes
or slurs);

- Threats of force or violence against a person’s body, possessions or residence (e.g., obtaining food or money
by threats of force); or

- Physical conduct (e.g., provocative gestures, overly rough horseplay, restricting freedom of action or
movement, violence, defacing or destruction of property).

Any student engaged in bullying will face disciplinary action. All concerns of threats or rumors must be reported to a
staff member as soon as possible.

Cyberbullying:
Definition: Being cruel to others by sending or posting harmful material using the Internet, cell phone, or any social
media.  Spreading or forwarding rumors or threats or photos via social media is a serious offense.

Any student engaged in cyberbullying will face disciplinary action. All concerns of threats or rumors must be
reported to a staff member as soon as possible.  Cyberbullying is a criminal offense and police will be notified.

Academic Dishonesty
Academic dishonesty as defined by our safe schools policy is: Untruthful or deceptive behavior in connection with
academics, including plagiarism, cheating on tests or assignments or changing grades without authorization.

FIRST OFFENSE
A zero on the assignment, test, or quiz with no opportunity to make up the work for credit.

SUBSEQUENT OFFENSES
A zero on the assignment, test, or quiz with no opportunity to make up the work for credit AND referral by an RHS
Faculty member to the Dean of Students and documentation into the Infinite Campus conference log.

Parent notification will be made in all circumstances. Multiple offenses of any of the above may result in failing a
class.


